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Appendix A - Number of Washington Residents In The Data Breach and 
Breach Notification 
 
https://www.atg.wa.gov/pension-benefit-information-llc 
 

 
 
  

https://www.atg.wa.gov/pension-benefit-information-llc
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For Washington State breach disclosure from Samuel Sica, III of MULLEN COUGHLIN LLC see: 
https://agportal-s3bucket.s3.amazonaws.com/databreach/BreachA25777.pdf 
Inserted below for your edification: 

 
Samuel Sica, III  426 W. Lancaster Avenue, Suite 200  
Office: (267) 930-4802  Devon, PA 19333 
Fax: (267) 930-4771  
Email: ssica@mullen.law   

August 24, 2023  

VIA E-MAIL  

Washington State Office of the Attorney General  
1125 Washington Street SE  
PO Box 40100  
Olympia, WA 98504-0100  
E-mail: securitybreach@atg.wa.gov  

 Re:  Supplemental Notice of Security Event  

To Whom It May Concern:  

We represent Pension Benefit Information, LLC (“PBI”) located at 333 South Seventh Street, Suite 

2400, Minneapolis, Minnesota 55402. PBI provides death audit, address research, and other 

services for insurance companies, pension funds, and other organizations.   

We write to supplement our previous notice to your office on July 12, 2023 of a security event that 

may have affected the security of certain personal information relating to approximately nine 

thousand five hundred forty-two (9,542) Washington residents that PBI was processing for one of 

PBI’s business clients (“Client”) on behalf of that Client’s customer Continental Casualty 

Company (“CNA”). By providing this notice, PBI does not waive any rights or defenses regarding 

the applicability of Washington law, the applicability of the Washington data event notification 

statute, or personal jurisdiction.  

Nature of the Security Event  

On or around May 31, 2023 and again in June 2023, Progress Software Corporation publicly 

disclosed zero-day vulnerability that impacted its MOVEit Transfer software. As a user of that 

https://agportal-s3bucket.s3.amazonaws.com/databreach/BreachA25777.pdf
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software, PBI moved quickly to apply available patching, which was first available June 2, 2023, 

and undertook recommended mitigation steps. PBI promptly launched an investigation, with the 

assistance of third-party cybersecurity specialists, to determine the potential impact of the 

vulnerability’s presence on its MOVEit Transfer servers and on the data housed on the servers. The 

investigation determined that a threat actor exploited a zero-day vulnerability and accessed one of 

PBI’s MOVEit Transfer servers on May 29, 2023 and May 30, 2023, and exfiltrated certain  
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data from that MOVEit Transfer server during that time. PBI subsequently undertook a time 

intensive and detailed review of the data stored on the server at the time of the event to understand 

the contents of that data and to which business clients that data relates. Through this review, PBI 

determined that certain information related to residents of Washington affiliated with certain 

customers of its Client was present on the server at the time of the event.   

PBI’s investigation determined that the information involved in this event that could have been 

subject to unauthorized access by the threat actor includes the impacted person’s name, Social 

Security number, date of birth, and policy number.  

Notice to Washington Residents  

On or about July 3, 2023, PBI provided notice to Client of this event with an offer to provide 

notification services to potentially affected individuals on their behalf and at their direction. On or 

about August 25, 2023, PBI will begin to provide PBI’s written notice of this event to potentially 

affected individuals on CNA’s behalf and at their direction. This mailing includes notice to 

approximately nine thousand five hundred forty-two (9,542) Washington residents impacted by 

the event who are affiliated with customers of Client.  

Written notice is being provided in substantially the same form as the letter attached here as Exhibit 

A.  

Other Steps Taken and To Be Taken  

Upon learning about this event, PBI moved quickly to investigate and respond, assess the security 

of PBI’s systems, including its MOVEit Transfer servers, and notify potentially affected PBI 

business clients. PBI is providing access to credit monitoring and identity restoration services for 

24 months, through Kroll, to individuals affiliated with the Client’s impacted customers whose 

personal information was involved in this event, at no cost to these individuals. PBI is also 

establishing a toll-free call center for notified individuals affiliated with its impacted customers to 

address any questions related to this event.   

Additionally, PBI is providing potentially affected individuals affiliated with its Client’s impacted 

customers with guidance on how to better protect against identity theft and fraud, including 

advising individuals to report any suspected incidents of identity theft or fraud to their credit card 
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company and/or bank. PBI is also providing individuals with information on how to place fraud 

alerts and credit freezes on their credit files, the contact details for the national consumer reporting 

agencies, information on how to obtain a free credit report, a reminder to remain vigilant for 

incidents of fraud and identity theft by reviewing account statements and monitoring free credit 

reports, and encouragement to contact the Federal Trade Commission, their state attorney general, 

and law enforcement to report attempted or actual identity theft and fraud.  

PBI, on behalf of Client, is providing written notice of this event to appropriate governmental 

regulators, as necessary, and to the three nationwide consumer reporting agencies, Equifax, 

Experian, and TransUnion.   

Washington State Office of the Attorney General  
August 24, 2023  
Page 3  

Contact Information  

Should you have any questions regarding this notification or other aspects of the event, please 

contact us at (267) 930-4802.  

Very truly yours,  

Samuel Sica, III of MULLEN 

COUGHLIN LLC  

SZS/jls  
Enclosure   
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Appendix B - Breach Notification Letters 
Breach Notification Letter received in personal mail from PBI: 

 



Page 7 of 25 

 
 
 



Page 8 of 25 

From Genworth: 
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Appendix C - Invoice and Refusal to pay 
See below bill for services rendered and for PBI's refusal to compensate 
        William K Hollis 
 
August 5, 2023 
 
Accounts Receivable 
PBI Research Services 
333 South 7th Street, Suite 2400 
Minneapolis, MN 55402 
 
Re: Notification of data breach on July 14, 2023 
 
To whom it may concern, 
 
I was contacted by Rose Hollis to review, investigate, and remediate the security issue as advised 
by your company in a letter dated July 14, 2023. 
 
The current effort to perform initial review and remediation has been completed. While I 
believe that the steps I have taken should preclude need to perform further work, if there is any 
new indication of fraud I may need to perform additional security remediation that will, of 
course, be billed to your company. 
 
Thank you for your time and attention to this matter. Payment of the enclosed invoice is 
expected within 90 days. Thank you for your timely response. 
 
 
 
William K Hollis 
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Appendix D - Response to PBI’s notices to dismiss 
PBI has requested multiple times to dismiss via submissions for the case, 25CIV60102KCX, and 
case 24CIV19227KCX. To limit the length of this document I will only include my response to the 
notices. If the reader wishes to read the original notices I invite them to review them online. 
 

(Part 1) 

 
Personal Jurisdiction 
PBI contends it is not subject to personal jurisdiction in WA because it is a Delaware LLC 
headquartered in Minnesota with no physical presence or operations in WA. PBI emphasizes it 
has no offices, employees, or servers in WA and claims it "does not deliver its services in WA." In 
PBI's view, I have not alleged that PBI purposefully availed itself of WA or that any relevant 
activities occurred in WA. Absent general jurisdiction, they argue specific jurisdiction also fails 
because PBI asserts it never targeted or conducted activities in WA. Essentially, PBI likens this to 
an out-of-state cyber incident that incidentally affected a WA resident.  
 
Counterarguments / Weaknesses 

• Despite PBI's denial, evidence suggests PBI's business did reach into WA (indeed 
worldwide). PBI itself acknowledges it "may have non-individual clients in WA" - in fact, 
PBI was a third-party service provider for organizations that include WA-based entities or 
serve WA residents. For example, WA universities and employers were impacted by PBI's 
data breach. This indicates PBI was entrusted with personal data of WA residents 
through its services, and PBI undertook obligations directed at WA residents. Sending 
breach notices into WA or handing data of WA individuals is not a random occurrence - it 
arises from PBI's commercial relationships and nationwide services that include WA. 
These intentional relationships demonstrate "purposeful availment" of the privilege of 
doing business in WA, even without a physical office.  
 
See Appendix "A" – Almost 19,000 Washingtonians were affected 
See Appendix "B" – Breach Notification Letter 
 

• The claim sounds in negligence (a tort) alleging PBI failed to safeguard personal 
information. Under WA's long-arm statute, a non-resident is subject to jurisdiction if 
they commit a tortious act "within" WA (RCW 4.28.185(1)(b)). Notably, WA courts 
interpret a tortious act to occur in WA if the injury happens here, even if the negligent 
conduct occurred out of state. In essence, by allegedly failing to secure data that 
includes WA residents' information, PBI allowed a harm to materialize inside WA - 
satisfying the long-arm statute and due process "minimum contacts" via the in-state 
effects of PBI's business activities.  

• The second prong of specific jurisdiction - that the claim "arises from or relates to" the 
defendant's forum contacts - is also met. The very reason PBI possessed my wife's 
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personal data is because PBI's service relationships that involved WA. This nexus shows 
the lawsuit isn't an unrelated forum grab - it directly stems from PBI's decision to include 
WA-based data in its business operations. 

• Given PBI's line of work, it was foreseeable that a data breach impacting WA residents 
could lead to legal action in WA. PBI even complied with WA's Data Breach Notification 
law by notifying affected individuals in WA as required and the WA state Office Of The 
Attorney General (see Appendix A). By doing so, PBI implicitly recognized WA's interests 
and its obligations under WA law, undermining the claim that it had "no contacts" with 
the state. Exercising jurisdiction in these circumstances aligns with "fair play and 
substantial justice" - WA has a strong interest in protecting its residents from data 
breaches, and I and my wife, as residents, have a convenient forum at home. Modern 
courts acknowledge that physical distance alone is less burdensome in an era of 
electronic communication and remote proceedings.  

 
Forum Non Conveniens 
PBI asserts that even if jurisdiction exists, the case should be dismissed under the doctrine of 
forum non conveniens in favor of a Minnesota court. WA law gives courts discretion to decline 
jurisdiction if litigation in another forum would better serve the convenience of parties and the 
ends of justice. PBI argues private interest factors: a small claims matter could be handled more 
efficiently in Minnesota without travel. PBI also mentions Minnesota's Conciliation court is an 
adequate alternative forum where I could refile online and hearings conducted online.  
 
Counterarguments / Weaknesses 

• WA Courts start with a strong presumption in favor of the plaintiff's chosen forum, 
especially if the plaintiff is a resident of that forum. Here, WA is my home state and 
the location of the harm. That weighs heavily against dismissal. I chose King County 
because of locality and that I would get a fair judgement, and that I would be 
significantly inconvenienced by having to pursue the case in Minnesota. 

• While PBI would prefer not to travel, modern solutions can mitigate most of PBI's 
inconvenience without abandoning my chosen forum. In fact, PBI's alternative 
request is to handle the hearing virtually - a tacit admission that a remote 
appearance in WA is feasible. If the court can accommodate virtual participation, the 
private interest factors are no longer applicable.  

• PBI's claim that "no other people in this area" are affected is likely incorrect. While 
my small claim may not explicitly represent others, the underlying data breach was 
not a one-person incident, it was in excess of 18,000. Even if mine was the only claim 
in this court, WA's interest in deterring negligent data practices is strong - evidenced 
by its strict data breach notification laws and even enforcement actions by the WA 
AG's Office. 

• WA State provides the Zoom conferencing systems which allows participants to join 
remotely thus nullifying the need for travel 
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(Part 2) 

Response to PBI’s second notice to dismiss 
 
Opposing counsel's second supplemental letter argues primarily that my claim should be 
dismissed for failure to state a claim upon which relief can be granted, specifically alleging I have 
not sufficiently demonstrated the element of duty in my negligence claim. Their legal argument 
rests heavily on the assertion that no traditional or special duty existed between me and PBI 
because my relationship with PBI is indirect, mediated through their business relationships with 
pension funds or insurance providers. PBI further claims that no actionable misfeasance 
occurred because their negligence did not directly create a new risk of harm for me. 
 
Rebuttal  
 

1. PBI's Duty of Care under state law 
 
The opposing counsel relies on a traditional understanding of duty within negligence, but this 
narrow interpretation fails to acknowledge the evolving understanding of duties related to data 
security and breaches under state tort law. WA courts increasingly recognize duties owed by 
entities (even indirectly) when personal information is collected, stored, or processed.  
 
Under Degel v. Majestic Mobile Manor, Inc., 914 P.2d 728, 731 (Wash. 1996), a plaintiff must 
establish (1) existence of a duty, (2) breach of that duty, (3) resulting injury, and (4) proximate 
causation of injury by breach.  
 
PBI specifically disputes the first element, arguing no duty existed. However, this interpretation 
misrepresents current jurisprudence on data privacy and breaches.  
 
RCW 19.255.010 establishes clear obligations for businesses that handle personal information, 
mandating prompt disclosure of breaches and implicitly recognizing the obligation to maintain 
adequate security measures. While it does not explicitly state a private right of action, it clearly 
establishes a statutory standard of care that supports a common law duty under negligence.  
 
McKenzie v. Allconnect, Inc., 369 F.Supp.3d 810 (E.D. Ky. 2019). Courts increasingly recognize a 
general duty of care in data breach situations because the defendant voluntarily undertakes 
management of sensitive personal information, triggering a common-law duty of care to secure 
such information. 
 
Corona v. Sony Pictures Ent., Inc., 2015 WL 3916744 (C.D. Cal. 2015). Courts have held 
companies liable under negligence theories for failing to safeguard personal information, noting 
specifically that companies handling sensitive data implicitly accept a responsibility toward the 
individuals. 
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Thus, PBI voluntarily undertook to collect and secure sensitive personal data, voluntarily 
assuming a duty of care. This duty exists independently of whether I directly contracted with 
PBI. 
 

2. Special Duty and Misfeasance under Robb v. City of Seattle 
 
PBI cites Robb v. City of Seattle, 295 P.3d 212 (Wash. 2013), arguing that a duty absent of special 
relationship requires affirmative misfeasance - an act creating new harm. Their characterization 
that "no new risk of harm" was created to me is problematic. 
 
In Robb v. City of Seattle, the WA Supreme Court stated that misfeasance occurs when a 
defendant's prior conduct, whether tortious or innocent, creates a situation of peril. A data 
breach inherently creates a situation of peril because it exposes victims' sensitive personal 
information to unauthorized third parties, placing victims at tangible risk of identity, theft, fraud, 
and other real and substantial harms.  
 
This is supported by other WA cases on data breaches, such as In re Premera Blue Cross 
Customer Data Security Breach Litigation, 198 F. Supp. 3d 1183 (D. Or. 2016) where the courts 
recognized a duty of care because failing to adequately protect data creates foreseeable risks of 
identity theft and related harms.  
 

3. Proximate Causation and Injury 
 
While opposing counsel's letter challenges only the duty element, my injuries - time and 
expense mitigating identity theft risk - are directly caused by PBI's breach of its duty to securely 
manage data. My harm is not speculative or remote - the immediate notification of a security 
breach triggers statutory and practical steps required to mitigate real-world harm.  
 
Specifically in this case my and my wife’s Name, Birthdate and Social Security number were 
compromised. Enough information to allow an attacker to create fraudulent accounts now and 
into the future. Data does not magically disappear after two years. As will be discussed, the 
remediation that PBI proposed does not even remotely cover the timeframe that injuries to 
myself and my wife can occur, those injuries can occur until the day we have passed away. In 
addition, the specific remediation that PBI offers is, at best, a superficial solution that does not 
perform the task they imply it will. I have not availed myself of their offer knowing how useless 
it is. 
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Appendix E - PBI’s Initial Blog About The Incident 
PBI initially had a blog detailing the breach: 
https://pbinfo.com/the-MOVEit-cyberattack-what-happened-pbis-response-whats-next/  
But that information was removed from the website and now shows the following (lack of) 
information: 

 
 
However, the information that was there previously was captured: 
https://web.archive.org/web/20240520234951/https://www.pbinfo.com/the-moveit-
cyberattack-what-happened-pbis-response-whats-next/ 
(Screenshots below) 
 
Note that the first capture (appearance) of this web page was September 26, 2023. Almost four 
months after the breach occurred: 

 

https://pbinfo.com/the-moveit-cyberattack-what-happened-pbis-response-whats-next/
https://web.archive.org/web/20240520234951/https:/www.pbinfo.com/the-moveit-cyberattack-what-happened-pbis-response-whats-next/
https://web.archive.org/web/20240520234951/https:/www.pbinfo.com/the-moveit-cyberattack-what-happened-pbis-response-whats-next/
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Appendix F - Additional Remediation Steps 
Additional security measures that PBI added after the incident. 
 
See: 
https://oag.maryland.gov/resources-info/SBN%20Documents/SBN2023/ITU-373434.pdf 
 
 

 
 
  

https://oag.maryland.gov/resources-info/SBN%20Documents/SBN2023/ITU-373434.pdf
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Appendix G - Time Spent Remediating the Breach 
This is a summary of the time I spent remediating this issue. 
 
I was harmed and alarmed by the release of the following information of my wife and myself: 

• Name 

• Social Security Number 

• Date Of Birth 

• Policy Number 
 
As described below this information can cause irreparable harm to me and my wife to our credit 
report and, just as importantly, our Social Security Benefits. As said below this information does 
NOT just disappear after 2 years (PBI’s extent of remediation), this data breach will haunt me 
and my wife for the rest of our lives. The information that was released during the breach is 
everything needed to: 

• Request credit 

• Take over a Social Security account 
o The first three digits of a SSN shows where you were born thus making, through 

Open Source Intelligence (OSINT) your “Mother’s Maiden Name” easily 
accessible by guessing what state you parents were married in 

• Ruin someone’s credit for years to come 
 
As an aside I wonder how many of the 11,000,000 people impacted (18,000+ in Washington 
State) received the notice from PBI and just threw the letter away not knowing the impact that 
this breach could have on their lives. 
 
In addition, I was required to take time out of my busy schedule at the time to perform the 
remediation that I could: 

• Creating logins/ a user for my wife on all three credit reporting agencies (Experian, 
Transunion, and Equifax) 

• Creating logins/ a user for myself on all three credit reporting agencies (Experian, 
Transunion, and Equifax) 

• Review my wife's credit report on all three credit reporting agencies (Experian, 
Transunion, and Equifax) 

• Review my credit report on all three credit reporting agencies (Experian, Transunion, and 
Equifax) 

• Perform a credit freeze for my wife on all three credit reporting agencies (Experian, 
Transunion, and Equifax) 

• Perform a credit freeze for myself on all three credit reporting agencies (Experian, 
Transunion, and Equifax) 

• Review of our Social Security account https://secure.ssa.gov/ to ensure we still could log 
in (no charge for this) 

https://secure.ssa.gov/
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The three credit reporting agencies (for reason) make it incredibly hard to create the logins and 
obtain those reports, multiple hoops to jump through for each report. 
 
To reiterate what is said below I have not seen any unauthorized charges, lost opportunities, or 
other expenses tied to their remediation efforts outside of the above efforts I was required to 
expend but the data is out there. These kinds of exploits of our data may yet occur and I will 
need to deal with that consequence at a future date, being ever vigilant against an attack. 
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Appendix H - Kroll MOVEit findings 
Per the below Kroll found that the MOVEit software would decrypt the files for the attacker: 
https://www.kroll.com/en/publications/cyber/moveit-vulnerability-investigations-uncover-
additional-exfiltration-method 

 
 

https://www.kroll.com/en/publications/cyber/moveit-vulnerability-investigations-uncover-additional-exfiltration-method
https://www.kroll.com/en/publications/cyber/moveit-vulnerability-investigations-uncover-additional-exfiltration-method
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